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It’s me! Valerio (boz)

boz@reyboz.it
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Again…

I’m not Illuminati / investor in 
Matomo / etc.

I just love software freedom, 
privacy and data protection <3



  

Why I’m here

Linux.it- ILS.org

Some legal+local context

Italian Data Protection Authority:
Ban Google Analytics
June 2022
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Some legal+local context
«an IP address is a personal data»

«would not be anonymised even if it were truncated – given Google’s 
capabilities to enrich such data»

«Users’ personal data was found to be transferred to the U.S.»

«violation of Chapter V of the GDPR»

«Google … did not ensure an adequate level of protection in the light of the 
guidance provided by the EDPB through its Recommendations No 1/2020 of 
18 June 2021.»

– citation from EDPB.Europe.EU
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(Legal local context)

«US-based governmental and intelligence agencies may indeed access the 
personal data being transferred without the required safeguards»

– citation from EDPB.Europe.EU
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1. Don’t embed: download locally
       (images, fonts, etc.)
       (e.g. download legally from OpenStreetMap)

2. Adopt Free/Libre Open Source client-side
       and server-side
       (e.g. Matomo)

1 . Don't be legally vulnerable
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3/3

Design your system assuming that your attackers know it.
I mean, in details.

Kerckhoffs's principle

KISS principle
Keep it simple and stupid.

+
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Mitigation #1
Reduce attack surface
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$ cd matomo
$ sloccount . | less

SLOC-by-Language (Sorted)

Totals grouped by language (dominant language first):
xml:         345092 (38.46%)
javascript:  280861 (31.30%)
Php:         271020 (30.21%)
perl:           149 (0.02%)
sh:              83 (0.01%)



  
Linux.it- ILS.org

$ cd matomo
$ sloccount . | less

SLOC    Directory       SLOC-by-Language (Sorted)
385354  tests           xml=238705,javascript=88061,php=58402,perl=149,sh=37
292650  plugins         php=132529,xml=106184,javascript=53937
125240  node_modules    javascript=125240
61000   core            php=61000
27178   libs            php=18450,javascript=8707,sh=21
4693    js              javascript=4640,php=53
430     top_dir         javascript=276,php=115,xml=39
357     config          php=357
303     misc            xml=164,php=114,sh=25
0       lang            (none)
0       tmp             (none)
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1. How many unused 
plugins do you have?
:monkey emoji don’t see:

Reduce in-app attack surface
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1/3
What should be disabled in production?
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2/3
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3/3

Assess what you are using, and disable what it’s unused by you
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«Yeah… I’m safe… I have 2FA..»
1. Any multi-factor authentication is not a good excuse 
not to keep your system as secure as possible.

Multi-Factor authentication

2. Forcing 2FA on every user may not be a very good idea
 think about social media managers without ITSec experience→
 → think about additional potential malware on phone
 → think about additional exposure to social engineering

3. Train all your existing and new users before enforcing.

Do your evaluations.
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https://f-droid.org/en/packages/org.liberty.android.freeotpplus/

FreeOTP+ from F-Droid

FreeOTP+
1. Open Source
2. Verified
3. Easy to useWhat is F-Droid?

Catalogue of FOSS (Free and Open Source Software) 
applications for the Android platform

https://f-droid.org/en/packages/org.liberty.android.freeotpplus/


  

What if…
My Matomo is compromised
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Reduce data you need to protect

 → less data disclosed
in case of “p0wn”
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Matomo’s project structure

For each file:
Who should its user be? What can the user do?
Who should its group be? What can the group do?
What can the others?
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Matomo’s webserver

     ┌─────┐          ┌─────────────────┐          ┌───────────────┐
     │Alice│          │Apache (:80 :443)│          │PHP-FPM (:9000)│
     └──┬──┘          └────────┬────────┘          └───────┬───────┘
        │       request        │                           │        
        │<────────────────────>│                           │        
        │                      │                           │        
        │                      │         request           │        
        │                      │<─────────────────────────>│        
     ┌──┴──┐          ┌────────┴────────┐          ┌───────┴───────┐
     │Alice│          │Apache (:80 :443)│          │PHP-FPM (:9000)│
     └─────┘          └─────────────────┘          └───────────────┘

PHP-FPM method

     ┌─────┐          ┌─────────────────┐          ┌───────────────┐
     │Alice│          │Apache (:80 :443)│          │PHP-FPM (:9000)│
     └──┬──┘          └────────┬────────┘          └───────┬───────┘
        │       request        │                           │        
        │<────────────────────>│                           │        
        │                      │                           │        
        │                      │         request           │        
        │                      │<─────────────────────────>│        
     ┌──┴──┐          ┌────────┴────────┐          ┌───────┴───────┐
     │Alice│          │Apache (:80 :443)│          │PHP-FPM (:9000)│
     └─────┘          └─────────────────┘          └───────────────┘

VS

mod_php
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Notes about mod_php

Virtual
Host 1

Virtual
Host 2

Virtual
Host 3

Apache HTTPd server
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Notes about mod_php

Virtual
Host 1

Virtual
Host 2

Virtual
Host 3

Apache’s
Unix user:
www-data



  

Notes about mod_php

Virtual
Host 1

Virtual
Host 2

Virtual
Host 3

Apache’s
Unix user:
www-data

DocumentRoot
/var/www/matomo

DocumentRoot
/var/www/app2

DocumentRoot
/var/www/app3

What if “app2 is 
compromised?



  

« Yeah but I use open_basedir»

https://www.php.net/manual/en/ini.core.php#ini.open-basedir

https://www.php.net/manual/en/ini.core.php#ini.open-basedir


  

« Yeah I use open_basedir»

<VirtualHost *:443>

    ServerName matomo.example.com

    DocumentRoot /var/www/matomo/www

    php_value date.timezone "Europe/Rome"

    php_value memory_limit 1024M

    php_admin_value open_basedir /var/www/matomo

What is it?

Common mistakes



  

« Yeah but I use open_basedir»

https://www.php.net/manual/en/ini.core.php#ini.open-basedir

https://www.php.net/manual/en/ini.core.php#ini.open-basedir
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Notes about PHP-FPM

     ┌─────┐          ┌─────────────────┐          ┌───────────────┐
     │Alice│          │Apache (:80 :443)│          │PHP-FPM (:9000)│
     └──┬──┘          └────────┬────────┘          └───────┬───────┘
        │       request        │                           │        
        │<────────────────────>│                           │        
        │                      │                           │        
        │                      │         request           │        
        │                      │<─────────────────────────>│        
     ┌──┴──┐          ┌────────┴────────┐          ┌───────┴───────┐
     │Alice│          │Apache (:80 :443)│          │PHP-FPM (:9000)│
     └─────┘          └─────────────────┘          └───────────────┘

PHP-FPM method
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Notes about PHP-FPM

     ┌─────┐          ┌─────────────────┐          ┌───────────────┐
     │Alice│          │Apache (:80 :443)│          │PHP-FPM (:9000)│
     └──┬──┘          └────────┬────────┘          └───────┬───────┘
        │       request        │                           │        
        │<────────────────────>│                           │        
        │                      │                           │        
        │                      │         request           │        
        │                      │<─────────────────────────>│        
     ┌──┴──┐          ┌────────┴────────┐          ┌───────┴───────┐
     │Alice│          │Apache (:80 :443)│          │PHP-FPM (:9000)│
     └─────┘          └─────────────────┘          └───────────────┘

PHP-FPM method

 ↑ serve static files

 ↓ serve dynamic files
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Notes about PHP-FPM

     ┌─────┐          ┌─────────────────┐          ┌───────────────┐
     │Alice│          │Apache (:80 :443)│          │PHP-FPM (:9000)│
     └──┬──┘          └────────┬────────┘          └───────┬───────┘
        │       request        │                           │        
        │<────────────────────>│                           │        
        │                      │                           │        
        │                      │         request           │        
        │                      │<─────────────────────────>│        
     ┌──┴──┐          ┌────────┴────────┐          ┌───────┴───────┐
     │Alice│          │Apache (:80 :443)│          │PHP-FPM (:9000)│
     └─────┘          └─────────────────┘          └───────────────┘

PHP-FPM method

↑
(This can be nginx)

 ↓ (This can be Docker)

     ┌─────┐          ┌─────────────────┐          ┌───────────────┐
     │Alice│          │Apache (:80 :443)│          │PHP-FPM (:9000)│
     └──┬──┘          └────────┬────────┘          └───────┬───────┘
        │       request        │                           │        
        │<────────────────────>│                           │        
        │                      │                           │        
        │                      │         request           │        
        │                      │<─────────────────────────>│        
     ┌──┴──┐          ┌────────┴────────┐          ┌───────┴───────┐
     │Alice│          │Apache (:80 :443)│          │PHP-FPM (:9000)│
     └─────┘          └─────────────────┘          └───────────────┘
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PHP-FPM

Frontend-
webserver

PHP-FPM (app 1)

PHP-FPM (app 2)

PHP-FPM (Matomo)

:80
:443
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PHP-FPM

Frontend-
webserver

PHP-FPM (app 1)

PHP-FPM (app 2)

PHP-FPM (Matomo)

:80
:443

:9000

:9001

:9002



  
Linux.it- ILS.org

PHP-FPM

Frontend-
webserver

PHP-FPM (app 1)

PHP-FPM (app 2)

PHP-FPM (Matomo)

:80
:443

:9000

:9001

:9002

Process 1

Process 2

Process 3
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PHP-FPM

Frontend-
webserver

PHP-FPM (app 1)

PHP-FPM (app 2)

PHP-FPM (Matomo)

:80
:443

:9000

:9001

:9002

/var/www/matomo

/var/www/app1

/var/www/app2

/var/www/matomo

Process 1

Process 2

Process 3
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PHP-FPM

Frontend-
webserver

PHP-FPM (app 1)

PHP-FPM (app 2)

PHP-FPM (Matomo)

:80
:443

:9000

:9001

:9002

/var/www/matomo

/var/www/app1

/var/www/app2

/var/www/matomo

Process 1

Process 2

Process 3

Isolation?
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PHP-FPM

PHP-FPM (app 1)

PHP-FPM (app 2)

PHP-FPM (Matomo)

:9000

:9001

:9002

/var/www/matomo

/var/www/app1

/var/www/app2

/var/www/matomo

Process 1

Process 2

Process 3

Unix User 1

Unix User 2

Unix User 3

Frontend-
webserver

Unix User



  

PHP-FPM

PHP-FPM (app 1)

PHP-FPM (app 2)

PHP-FPM (Matomo)

:9000

:9001

:9002

/var/www/matomo

/var/www/app1

/var/www/app2

/var/www/matomo

Process 1

Process 2

Process 3

Unix User 1

Unix User 2

Unix User 3

Isolation:
Consistency between the 
filesystem and the user

Frontend-
webserver

Unix User
(www-data)

www-matomo

www-app2

www-app3



  

# ls -l /var/www/matomo/

total 12

drwxrwx---  2 apache-matomo apache-matomo 4096 23 dic 13.39 tmp

lrwxrwxrwx  1 root          root            16 24 gen 22.24 www -> www-matomo.4.1.0

drwxrwxr-x 13 apache-matomo apache-matomo 4096 30 dic 11.24 www-matomo.4.1.0

Basic example

User  = apache-matomo
group = apache-matomo

# use a dedicated tmp directory
php_admin_value[upload_tmp_dir] = /var/www/matomo/tmp
php_admin_value[sys_temp_dir] =   /var/www/matomo/tmp

# harden the installation
php_admin_value[open_basedir]=    /var/www/matomo

DocumentRoot                                    /var/www/matomo/www
Frontend webserver (e.g. apache:

PHP-FPM



  

Isolation example (PHP-FPM)
[matomo]
Port  = 9000
User  = apache-matomo
group = apache-matomo

# use a dedicated tmp directory
php_admin_value[upload_tmp_dir] = /var/www/matomo/tmp
php_admin_value[sys_temp_dir] =   /var/www/matomo/tmp

# harden the installation
php_admin_value[open_basedir]=    /var/www/matomo
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Matomo structure and chmod
# ls -l /var/www/matomo/www/
total 380
-rw-r--r--  1 root          root          91119 22 dic 06.05 CHANGELOG.md
drwxr-xr-x  3 apache-matomo apache-matomo  4096 29 dic 21.27 config
-rwxr-xr-x  1 root          root            753 22 dic 06.05 console
-rw-r--r--  1 root          root            929 22 dic 06.05 CONTRIBUTING.md
drwxr-xr-x 51 root          root           4096 29 dic 21.27 core
-rw-r--r--  1 root          root            578 22 dic 06.05 DIObject.php
-rw-r--r--  1 root          root              0 29 dic 21.26 favicon.ico
-rw-r--r--  1 root          root            712 22 dic 06.05 index.php
drwxr-xr-x  2 root          root           4096 29 dic 21.27 js
drwxr-xr-x  2 root          root           4096 29 dic 21.27 lang
-rw-r--r--  1 root          root            828 22 dic 06.05 LegacyAutoloader.php
-rw-r--r--  1 root          root           8620 22 dic 06.05 LEGALNOTICE
drwxr-xr-x  9 root          root           4096 29 dic 21.27 libs
-rw-r--r--  1 root          root          35146 22 dic 06.05 LICENSE
-rw-r--r--  1 apache-matomo apache-matomo 61980 22 dic 06.05 matomo.js
-rw-r--r--  1 root          root            328 22 dic 06.05 matomo.php
drwxr-xr-x  8 root          root           4096  6 gen 02.44 misc
drwxr-xr-x 21 root          root           4096 29 dic 21.27 node_modules
-rw-r--r--  1 root          root           6381 22 dic 06.05 offline-service-worker.js
-rw-r--r--  1 root          root           4601 22 dic 06.05 package-lock.json
-rw-r--r--  1 apache-matomo apache-matomo 61980 22 dic 06.05 piwik.js
-rw-r--r--  1 root          root           2685 22 dic 06.05 piwik.php
drwxr-xr-x 69 root          root           4096 29 dic 21.27 plugins
-rw-r--r--  1 root          root           4617 22 dic 06.05 PRIVACY.md
-rw-r--r--  1 root          root           5688 22 dic 06.05 README.md
-rw-r--r--  1 root          root            744 22 dic 06.05 robots.txt
-rw-r--r--  1 root          root           1174 22 dic 06.05 SECURITY.md
drwxr-xr-x  2 root          root           4096 22 dic 06.06 tests
drwxrwx--- 10 apache-matomo apache-matomo  4096 29 dic 21.27 tmp
drwxr-xr-x 23 root          root           4096 29 dic 21.27 vendor

Assigning to root?
Spoiler:
It’s a very good idea
to achieve strict readonly.
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Matomo structure and ch*
# ls -l /var/www/matomo/www/
total 380
-rw-r--r--  1 root          root          91119 22 dic 06.05 CHANGELOG.md
drwxr-xr-x  3 apache-matomo apache-matomo  4096 29 dic 21.27 config
-rwxr-xr-x  1 root          root            753 22 dic 06.05 console
-rw-r--r--  1 root          root            929 22 dic 06.05 CONTRIBUTING.md
drwxr-xr-x 51 root          root           4096 29 dic 21.27 core
-rw-r--r--  1 root          root            578 22 dic 06.05 DIObject.php
-rw-r--r--  1 root          root              0 29 dic 21.26 favicon.ico
-rw-r--r--  1 root          root            712 22 dic 06.05 index.php
drwxr-xr-x  2 root          root           4096 29 dic 21.27 js
drwxr-xr-x  2 root          root           4096 29 dic 21.27 lang
-rw-r--r--  1 root          root            828 22 dic 06.05 LegacyAutoloader.php
-rw-r--r--  1 root          root           8620 22 dic 06.05 LEGALNOTICE
drwxr-xr-x  9 root          root           4096 29 dic 21.27 libs
-rw-r--r--  1 root          root          35146 22 dic 06.05 LICENSE
-rw-r--r--  1 apache-matomo apache-matomo 61980 22 dic 06.05 matomo.js
-rw-r--r--  1 root          root            328 22 dic 06.05 matomo.php
drwxr-xr-x  8 root          root           4096  6 gen 02.44 misc
drwxr-xr-x 21 root          root           4096 29 dic 21.27 node_modules
-rw-r--r--  1 root          root           6381 22 dic 06.05 offline-service-worker.js
-rw-r--r--  1 root          root           4601 22 dic 06.05 package-lock.json
-rw-r--r--  1 apache-matomo apache-matomo 61980 22 dic 06.05 piwik.js
-rw-r--r--  1 root          root           2685 22 dic 06.05 piwik.php
drwxr-xr-x 69 root          root           4096 29 dic 21.27 plugins
-rw-r--r--  1 root          root           4617 22 dic 06.05 PRIVACY.md
-rw-r--r--  1 root          root           5688 22 dic 06.05 README.md
-rw-r--r--  1 root          root            744 22 dic 06.05 robots.txt
-rw-r--r--  1 root          root           1174 22 dic 06.05 SECURITY.md
drwxr-xr-x  2 root          root           4096 22 dic 06.06 tests
drwxrwx--- 10 apache-matomo apache-matomo  4096 29 dic 21.27 tmp
drwxr-xr-x 23 root          root           4096 29 dic 21.27 vendor

Assigning to root?
Spoiler:
It’s a very good idea
to achieve strict readonly.
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Matomo structure and ch*
# ls -l /var/www/matomo/www/
total 380
-rw-r--r--  1 root          root          91119 22 dic 06.05 CHANGELOG.md
drwxr-xr-x  3 apache-matomo apache-matomo  4096 29 dic 21.27 config
-rwxr-xr-x  1 root          root            753 22 dic 06.05 console
-rw-r--r--  1 root          root            929 22 dic 06.05 CONTRIBUTING.md
drwxr-xr-x 51 root          root           4096 29 dic 21.27 core
-rw-r--r--  1 root          root            578 22 dic 06.05 DIObject.php
-rw-r--r--  1 root          root              0 29 dic 21.26 favicon.ico
-rw-r--r--  1 root          root            712 22 dic 06.05 index.php
drwxr-xr-x  2 root          root           4096 29 dic 21.27 js
drwxr-xr-x  2 root          root           4096 29 dic 21.27 lang
-rw-r--r--  1 root          root            828 22 dic 06.05 LegacyAutoloader.php
-rw-r--r--  1 root          root           8620 22 dic 06.05 LEGALNOTICE
drwxr-xr-x  9 root          root           4096 29 dic 21.27 libs
-rw-r--r--  1 root          root          35146 22 dic 06.05 LICENSE
-rw-r--r--  1 apache-matomo apache-matomo 61980 22 dic 06.05 matomo.js
-rw-r--r--  1 root          root            328 22 dic 06.05 matomo.php
drwxr-xr-x  8 root          root           4096  6 gen 02.44 misc
drwxr-xr-x 21 root          root           4096 29 dic 21.27 node_modules
-rw-r--r--  1 root          root           6381 22 dic 06.05 offline-service-worker.js
-rw-r--r--  1 root          root           4601 22 dic 06.05 package-lock.json
-rw-r--r--  1 apache-matomo apache-matomo 61980 22 dic 06.05 piwik.js
-rw-r--r--  1 root          root           2685 22 dic 06.05 piwik.php
drwxr-xr-x 69 root          root           4096 29 dic 21.27 plugins
-rw-r--r--  1 root          root           4617 22 dic 06.05 PRIVACY.md
-rw-r--r--  1 root          root           5688 22 dic 06.05 README.md
-rw-r--r--  1 root          root            744 22 dic 06.05 robots.txt
-rw-r--r--  1 root          root           1174 22 dic 06.05 SECURITY.md
drwxr-xr-x  2 root          root           4096 22 dic 06.06 tests
drwxrwx--- 10 apache-matomo apache-matomo  4096 29 dic 21.27 tmp
drwxr-xr-x 23 root          root           4096 29 dic 21.27 vendor

Assigning to root?
Spoiler:
It’s a very good idea
to achieve strict readonly.
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Subscribe to CVE 
newsletters!

Keep your platform 
up-to-date!

Keep your users 
trained!

Keep your devices 
without malware!

Use Firefox or 
Chromium!

And good luck!



  

DON’T BE p0wned please

Linux.it- ILS.org

Questions? Ideas?
Valerio (boz)
boz@reyboz.it

«One hour invested in reading documentation can save your company»

Thank you!
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