
  

Google Analytics.. illegal?
User tracking · data protection · privacy (from scratch!)
+ Exploring Matomo

60 minutes free webinar
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- Italian Linux Society board director

- Wikimedia and OpenStreetMap contributor
- FLOSS software developer
- GNU/Linux sysadmin
- Member of

Free Software Foundation
Free Software Foundation Europe
Border Radio
InformAzioni.wiki + WMI

Linux.it- ILS.org

It’s me! Valerio Bozzolan

gnu@linux.it
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Again…

I’m not Illuminati / investor in 
Matomo / etc.

I just love software freedom, 
privacy and data protection <3



  

Statistics in real life
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«How many visits?»

Problem 1:
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Statistics in real life
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Image in CC0 by Rocher at Czech Wikipedia
https://commons.wikimedia.org/wiki/File:Click1.jpg
https://commons.wikimedia.org/wiki/File:Noto_Emoji_Oreo_2714.svg

«How many visits?»

Problem 1:

Privacy friendly 
proposal:

https://commons.wikimedia.org/wiki/File:Click1.jpg
https://commons.wikimedia.org/wiki/File:Noto_Emoji_Oreo_2714.svg
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OK 67 .. 68 ..
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1 .. 2 ..
5 .. 6 ..

3 .. 4 ..



  
Linux.it- ILS.org

Problem 2: «How many unique visits?»

Cute turtle:
https://commons.wikimedia.org/wiki/File:Emoji_u1f422.svg

https://commons.wikimedia.org/wiki/File:Emoji_u1f422.svg
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Problem 2: «How many unique visits?»

 ↑ Guess the solution
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Problem 2: «How many unique visits?»

Image by C. Suthorn in CC BY-SA-4.0
https://commons.wikimedia.org/wiki/File:Christmas_Market_at_Berlin_Breitscheidplatz_during_Covid-19_2021-11-20_16_(cropped).jpg

https://commons.wikimedia.org/wiki/File:Christmas_Market_at_Berlin_Breitscheidplatz_during_Covid-19_2021-11-20_16_(cropped).jpg
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Problem 2: «How many unique visits?»

Image by Whoisjohngalt in CC BY-SA-4.0
https://commons.wikimedia.org/wiki/File:Wrist_Identification_Band.jpg

Image by C. Suthorn in CC BY-SA-4.0
https://commons.wikimedia.org/wiki/File:Christmas_Market_at_Berlin_Breitscheidplatz_during_Covid-19_2021-11-20_16_(cropped).jpg

Image by Whoisjohngalt in CC BY 2.0
https://commons.wikimedia.org/wiki/File:%E9%8A%AD%E6%B9%AF%E9%8D%B5_(45556488112).jpg

https://commons.wikimedia.org/wiki/File:Wrist_Identification_Band.jpg
https://commons.wikimedia.org/wiki/File:Christmas_Market_at_Berlin_Breitscheidplatz_during_Covid-19_2021-11-20_16_(cropped).jpg
https://commons.wikimedia.org/wiki/File:%E9%8A%AD%E6%B9%AF%E9%8D%B5_(45556488112).jpg
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«How many unique visits?»

Image by Whoisjohngalt in CC BY-SA-4.0
https://commons.wikimedia.org/wiki/File:Wrist_Identification_Band.jpg

Image by C. Suthorn in CC BY-SA-4.0
https://commons.wikimedia.org/wiki/File:Christmas_Market_at_Berlin_Breitscheidplatz_during_Covid-19_2021-11-20_16_(cropped).jpg

Image by Whoisjohngalt in CC BY 2.0
https://commons.wikimedia.org/wiki/File:%E9%8A%AD%E6%B9%AF%E9%8D%B5_(45556488112).jpg

Why?

https://commons.wikimedia.org/wiki/File:Wrist_Identification_Band.jpg
https://commons.wikimedia.org/wiki/File:Christmas_Market_at_Berlin_Breitscheidplatz_during_Covid-19_2021-11-20_16_(cropped).jpg
https://commons.wikimedia.org/wiki/File:%E9%8A%AD%E6%B9%AF%E9%8D%B5_(45556488112).jpg
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«How many visits yesterday after 18:12 and 18:52 UTC+2?
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????????????????????????

«How many visits yesterday after 18:12 and 18:52 UTC+2?
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File:Queen Bee Registry.jpg in public domain
https://commons.wikimedia.org/wiki/File:Queen_Bee_Registry.jpg

«How many visits yesterday after 18:12 and 18:52 UTC+2?

https://commons.wikimedia.org/wiki/File:Queen_Bee_Registry.jpg


  

Back to the Web
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https://commons.wikimedia.org/wiki/File:Firefox_logo,_2017.svg

Victor Grigas/Wikimedia Foundation
https://commons.wikimedia.org/wiki/File:Wikimedia_Foundation_Servers_2015-63.jpg

You (client)

«The WorldWideWeb (W3) is a wide-area hypermedia information
retrieval initiative aiming to give universal access to a
large universe of documents.»

https://www.example.com/home/

https://commons.wikimedia.org/wiki/File:Firefox_logo,_2017.svg
https://commons.wikimedia.org/wiki/File:Wikimedia_Foundation_Servers_2015-63.jpg


  

Back to the Web - URL
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https://commons.wikimedia.org/wiki/File:Firefox_logo,_2017.svg

Victor Grigas/Wikimedia Foundation
https://commons.wikimedia.org/wiki/File:Wikimedia_Foundation_Servers_2015-63.jpg

https://www.example.com/home/

Protocol
Domain
Pathname

https://commons.wikimedia.org/wiki/File:Firefox_logo,_2017.svg
https://commons.wikimedia.org/wiki/File:Wikimedia_Foundation_Servers_2015-63.jpg


  

HTTP in 1 990
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https://example.org/home/

https://commons.wikimedia.org/wiki/File:Firefox_logo,_2017.svg
https://it.wikipedia.org/wiki/File:The_World_Wide_Web_project_-_Conkeror.png
Victor Grigas/Wikimedia Foundation
https://commons.wikimedia.org/wiki/File:Wikimedia_Foundation_Servers_2015-63.jpg

web page (HTML)

Rendering ↓

A server process the request

You (client)

https://commons.wikimedia.org/wiki/File:Firefox_logo,_2017.svg
https://it.wikipedia.org/wiki/File:The_World_Wide_Web_project_-_Conkeror.png
https://commons.wikimedia.org/wiki/File:Wikimedia_Foundation_Servers_2015-63.jpg


  

HTTP in 1 995
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https://www.example.com/home/

https://commons.wikimedia.org/wiki/File:Firefox_logo,_2017.svg
https://commons.wikimedia.org/wiki/File:250019_artikel_in_de.jpg (2005)
https://commons.wikimedia.org/wiki/File:Wikimedia_Foundation_Servers_2015-63.jpg

https://.../logo.png

../my-style.css

https://../animations.js

.../image1.png

https://../icon2.png

Rendering ↓

https://commons.wikimedia.org/wiki/File:Firefox_logo,_2017.svg
https://commons.wikimedia.org/wiki/File:250019_artikel_in_de.jpg
https://commons.wikimedia.org/wiki/File:Wikimedia_Foundation_Servers_2015-63.jpg


  

(Wikipedia in 2005...)
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https://commons.wikimedia.org/wiki/File:Firefox_logo,_2017.svg
https://commons.wikimedia.org/wiki/File:250019_artikel_in_de.jpg (2005)
https://commons.wikimedia.org/wiki/File:Wikimedia_Foundation_Servers_2015-63.jpg

https://commons.wikimedia.org/wiki/File:Firefox_logo,_2017.svg
https://commons.wikimedia.org/wiki/File:250019_artikel_in_de.jpg
https://commons.wikimedia.org/wiki/File:Wikimedia_Foundation_Servers_2015-63.jpg


  

Web in 2022
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https://ansa.it/

Victor Grigas/Wikimedia Foundation
https://commons.wikimedia.org/wiki/File:Wikimedia_Foundation_Servers_2015-63.jpg

https://.../
image.png

https://../
style.csshttps://../

animations.js

https://../
image2.png

Twitter 
embed
Facebook pixel 

embed

https://../
style.cssGoogle Maps

https://../
image2.png

Google fonts 
Analytics

https://.../
image.png

https://../
style.css
GAnalytics

https://../
image2.png

https://../
image4.png

https://commons.wikimedia.org/wiki/File:Wikimedia_Foundation_Servers_2015-63.jpg
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Web in 2022 – dev console
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Understood Wristband… Understanding cookies!

Website
Visitor

https://commons.wikimedia.org/wiki/File:Bank_account_-_The_Noun_Project.svg

https://commons.wikimedia.org/wiki/File:Bank_account_-_The_Noun_Project.svg
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Understood Wristband… Understanding cookies!

Website
Visitor
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Visitor
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Third parties cookies

Website 1
Visitor

Google Analytics

Website 2

Facebook Pixel

Website 3

Website 4

YouTube embed
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(150 subsequent calls later...)

Exercize: track in real life!

https://commons.wikimedia.org/wiki/File:Mumac_-_Ricostruzione_di_un_bancone.jpg

*ring ring*
Good morning Google,
I’m the barman,
Yes, a customer came, tall: 1.57M,
with an Android with Google Play 
Store and an Apple watch, brown 
hair, looked at the sandwich for 4.12 
seconds then bought it and came 
out speaking Italian, I saw its red 
car license plate AB123CB
Goodbye!
*click*

*ring ring*
Good morning Facebook,

I’m the barman,
An Italian customer came, 5'7" 
tall, brown hair , looked at the 

fridge for 6.13 seconds then 
bought a sandwitch and used 

a VISA card, looked at the 
liquor for 0.2 seconds, then 

walked out..
He said he’s now going to the 

pharmacy , by car , plate 
AB123CB. 

*click*

«Hi, I want this sandwitch.»

https://commons.wikimedia.org/wiki/File:Mumac_-_Ricostruzione_di_un_bancone.jpg
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Exercize: track in real life

https://commons.wikimedia.org/wiki/File:Auswahl_CRW_0757_0771_Kombi_A6.jpg

https://commons.wikimedia.org/wiki/File:Auswahl_CRW_0757_0771_Kombi_A6.jpg
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Exercize: your web in real life

Your bar (usually) do not compromise its 
professional confidentiality.

Let’s do the same on the web.

↓



  

Whatever web tracking
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Number of unique visits
Visit duration

Last visits

Logged-in data match
Wake up

Attention hours

Country origin

Most viewed
Entry / exit pages

operating system version

precise browser version

IPs

HTTP referrer

Hot zones

Clicks

Zoom

keypresses
Page scroll

interests

ext. position

Pref. languages

LocalStorage

Cookies



  

Give me Tech+legal details
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https://monitora-pa.it/2022/06/22/
Allegato-Tecnico.pdf

Monitora PA project!

https://monitora-pa.it/2022/06/22/Allegato-Tecnico.pdf
https://monitora-pa.it/2022/06/22/Allegato-Tecnico.pdf
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1. Don’t embed: download locally
       (images, fonts, etc.)
       (e.g. download legally from OpenStreetMap)

2. Adopt Free/Libre Open Source client-side
       and server-side
       (e.g. Matomo)

Web don’t(s)
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What about Matomo?

· Free/Libre and Open Source
· Self-hosted (100% data ownership) or as a service
· With consultants or not (official / unofficial / local)
· License: GNU General Public License v3

https://commons.wikimedia.org/wiki/File:Matomo_Logo.svg
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Matomo Visits/Generation

https://blog.reyboz.it/2019/06/17/come-ottimizzare-un-sito-in-wordpress-ad-alto-traffico-senza-cloudflare-la-guida-definitivah1/

(Context: tomorrow Wikipedia puts a banner to your site)

↓
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Matomo Page titles
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Matomo Visits Overview
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Matomo Real-time Map
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Matomo Device Pivot
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Matomo Visits by Browser
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Matomo Plugins inspector
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Matomo Attention stats
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Matomo plugins
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Matomo True Anonimization
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Matomo GDPR Tools
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Matomo cookie-less 

Administration -> Privacy -> Anonymize data
> Force tracking without cookies
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Be nice in your website!
 → Drop Google Analytics

(and then try Matomo!)

 → Drop Google Maps
(Adopt Leaflet + OpenStreetMap, …)
(local resources are the best – e.g. OSM export)

 → Drop Facebook Pixel

 → Drop Google Fonts
(Serve them locally)

 → Say “Tested in 
Firefox and 
Chromium”

( Trust me, it’s possible to have 100% libre JavaScript on your website)↑



  

Thank you for your time!
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Questions?
Valerio Bozzolan
gnu@linux.it

Or start a public tread!
https://forum.linux.it/

mailto:gnu@linux.it
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